


3allnTa KOMMNblOTEpa

Hcnonb3yrTe HaIE)KHOE PEMIEHUE I 3aIATHI KOMITbIOTEPA U
peryiasapHo 0OHOBIISIUTE €ro. Beerna ycraHaBimBanTe
OpaHaMay’3phl ¥ IPOTrPaMMBL IS OOHAPYKEHMST BTOP>KCHMIA,
OOHOBIISIUTE UX U MOAJACPKHUBANTE B paOOTOCIIOCOOHOM

COCTOAHHNH.

Hcnonp3ynTe MOCHEIHNE BEpCUun Be0-0pay3epoB U

yCTAaHABJIMBANTE UCIIPABICHUS JJIsl CUCTEMBI O€30ITaCHOCTH.



[MpoBepanTe penytauuto Beb-cantos

Ncnonb3yute cayXby npoBepKu
penyTauumn Beb-camtos (UTobbI BbICTPO
npoBeputb besonacHoctb URL-aapeca,
nocetute Site Safety Center (aHrn.)).
[MonobHble cnyKObl NOMEYatoT CanTbl,
KOTOpPbl€ MOryT HAaHECTU Bpes,
KOMNbOTEpPY.



BpeaoHOCHbIe nporpammeoil

OcTteperantecb Beb6-cantoB, KOTOpbIE
TpebyoT YCTAaHOBUTb NPOrpPammHoOe
obecneyeHune. Bceraa BHUMATENbHO
YUTANTE IMLLEEH3UOHHbIE COrnaleHuna un
OTMEHANTE YCTAaHOBKY, €C/IN BMECTE C
TpebyembiM NPUNOKEHNEM

npeanosiaraeTca yCTaHOBKA APYrmx
Nnporpamm.



3alnTa AMYHOUN MHPOPMaLLMIK

* BBOAUTE NNYHYIO
MHPOPMALMIO TONIbKO Ha
Tex Beb-canTtax, npu
OTKPbITUN KOTOPbIX B
HUKHEN YaCTU OKHa
bpay3epa oTtobparKaeTcH
3HAYOK 3aMKa.




* YT06bl 3aLUTUTD SNEKTPOHHYIO
NOYTY, UCMONb3YUTE peLUeHne ANnA
6bopbbbl cO cnamom. Hanbonee
HaaexHoe 1O anAa 3aWmnThbl
KOMMblOTepoB, Hanpumep Trend
Micro Security Software, nmeet
TaKyt0 PYHKLUMUIO.



OcTteperantecb HEOXKMAAaHHbIX UAN HEODbIYHbIX
3/IEKTPOHHbIX co0bLEeHnn. HuKoraa He
OTKPbIBAUTE B/IOKEHUA U HE MepexoauTe rno
CCbIJIKaM B TaKUX COODOLLEHUAX.

C OCTOPOKHOCTbO OTHOCUTECH K MUCbMaM, B
KOTOPbIX 3aNpaLllnBatoTCA AaHHbIE
6aHKOBCKMX CYETOB, M HU B KOEM C/ly4ae He
npeaocTaBAaAUTE IMYHYIO MHPOPMALIMIO B
OTBET Ha HECAHKUMOHUPOBAHHbIE 3anpocChl



KaKk oTan4yaTb npaBay oTo axKu B UHTepHeT?

Hy*XHO KPUTUYECKN OTHOCUTBLCA K NOJYYEHHbIM
M3 NHTepHeT maTtepunanam, Beab
onybankoBaTb MHGOPMaLUUIO B IHTEPHET
MOXeT abCcoNtoTHO NH0boU YenoBeK.

CeroaHA NPaKTUYECKM KarKOblN YEIOBEK MOXKET
CO34aTb CBOM CAalT U NPU 3TOM HUKTO He byaeT
KOHTPO/ZIMPOBATb, HACKO/IbKO NpaBAMnBa
pa3melleHHasa Tam MHpopmauma. Hayumnteco
NnpoBepATb BCE TO, YTO BUAUTE B VIHTEpPHeT.



Henb3a ncnonb3oBaTb peanbHOE UMSA,
BblOMpanTe pernctpaLMoHHOE UMSA, He
coaeprkallee HUKakon INYHOU MHPOPMaLLIUK;

Henb3a BblaaBaTb CBOU IMMHbIE AdHHbIE, TAKME
KaK AOMaLIHUM aapec, Homep TenedpoHa U
NHOOYIO APYryH0 IMMHYIO MHGOPMALULO,
Hanpumep, HOMep LLKO/bI, KAacc, ntobmnmoe
MEeCTO NPOrynKkn, Bpems Bo3BpaLLEeHMA JOMOWN,
MeCTO paboTbl OTUA NN MATEPU U T.A,.;



*Hacunue;

*HAaPKOTUKMU;

*NopHorpadus;

*1ECTPYKTUBHbIE CEKTbI;

*CTPaHMLUbI NOATA/IKUBAIOLLIME MONOAENKb:
" K camoybumncream;
" aHOpeKcuu (0TKa3 OT Nnpuema NULLmn);
" ybumcream;

*CTPaHULbI C HALMOHANNCTUYECKON NAN OTKPOBEHHO
$aLMNCTCKON NOEONOTNEN;

*MHOroe-mHoroe apyroe.;



Bce ato poctynHo B IHTepHeT b6e3
orpaHuU4YeHunin. Yacto NpoCcMoTp 3TUX
CTPaHUL, AaXKe He 3aBUCUT OT Hac,
BeAb HAa MHOIMX CanTax
OTOOpPAXKAKTCA BCMN/1bIBAOLLME OKHA
coaepalwme ntobyo MHGopmauuto,
Yyalle BCero nopHorpaduyeckoro
XapaKTep



He BhIIaBal JIMYHBIE JaHHLIE HUKOMY B ceTH HuTepHeT! ThI He
3HAelllb, KTO IO KUAAeT TeOs Ha JPYr oM cCTOpoHe IMpoBoja!



He3aBMCMMO OT TOro, YTo AHTEepHeTOM Bbl
YMeeTe N0JIb30BaTbCA Ayylle, Yem Balluun
poaAuUTENN, MOMHUTE, YTO Y HUX BoraTtblin
KU3HEHHbIN ONbIT U YMEHNE PACNO3HAaBATb
ntoaen. Nostomy He CTeCHAUTECH B Cay4ae

noao3punuTe/ibHOro 3aHaKoOMCTBad B UHTEpPHETE
NnocoBeToBaTbCA C poAUTENTAMMN.



[Tcnxonornyeckoe AaBneHue, 3anyrmBaHue,
npecnegoBaHue, U34eBaTe/NbCTBA, HACMELLKMU
N Apyrne 4encTBuUA Co CTOPOHbI CBEPCTHUKOB,
KOTOpble OCYLUECTBAAITCA C MOMOLLbIO
3N1EeKTPOHHbIX CPeACTB KOMMYHUKaUMn. OHU
MOTYT HanyraTb, YHU3UTb AU KAKUM-TO UHbIM
obpa3om HeraTMBHO BO34ENCTBOBATb Ha
YyenoBeKa.



— camas
PACNPOCTPAaHEHHaA yrpo3a AnAa AeTeun B
MHTepHeTe. [laHHble CTaTUCTUKM PacxoaATcA,
OAHaKo He meHee 20% aeTen NonyyaroT
pa3saparkatouime, 3100HbIE NAKN YrpoXKatoume
coobLEeHMA B COUMANbHbIX CETAX, NO
3/1EKTPOHHOW NOYTE, Yepe3 MrHOBEHHbIE
coobueHunsa, sBnaeodananbl U TEKCTOBbIE 3aMUCK.

MHTepecHbIN GaKT: Npu KnbepnpecneaoBaHUAX
BO3MOXHa NPaKTUYECKN MITHOBEHHAsA CMeHa
ponen. KeptBa MOXKeET NPEBPATUTLCA B
npecnenoBaTens, OTAPaBMUB TaKOU XKe
arpeccuBHbIN OTBET Ha 3/106HOe coobLleHue.



Bce n0/1KHbI 3HATb, YTO CEroAHA 3a
n3neBaTeIbCTBO NpeaycCMOTPeHa
aAMUHUCTPATUBHAA N YTrONOBHaA
OTBETCTBEHHOCTb, M 3Ta OTBETCTBEHHOCTb
PACNPOCTPAHAETCA B TOM YUCNE U Ha
n3neBaTeNIbCTBa B KNWbeprnpocTpaHCcTBe.
Coobuwante poantenam o AtobbiX yrpo3ax nam
TpeBorax, CBA3aHHbIX C IHTEpPHeT.



[TOMHUTE YTO «BUPTYaNbHbIN MUP
— 3TO MUP, B KOTOPOM KUBYT
peasibHble Il0aAN »



HeKkoTopble NOAPOCTKMU CYMUTAIOT, YTO y4YacTme B
MOPHOCBHEMKAX — 3TO «KMOAHO U KPYTOY.

[MpenmyLLecTBEHHO AETCKaA NopHorpadusa NCNnonb3yeTcs
N1 CEeKCYyaNbHOro Bo36yXaeHus n yaosnetsopeHus. Ho
3TO TO/IbKO BUAMMAA YacCTb ancbepra — AeTcKas
nopHorpaduma TakKe NCNOoAb3yeTca ANA PACTAEHUNA U
VHUXKEHUA AeTen, WaHTaXa pebeHKa n ero poamtenen.
doTorpadpumn n uabmbl NOPHOrPaPUYECKOrO
coaeprKaHuUa UMPKYIUPYIOT B CETU roAamMu. 3anmnch CLEH
HacnAMA AaeT HAaCUIbHUKY BNACTb M KOHTPO/1b Haf,
pebeHKoM, BO3MOXHOCTb 3KCN/1yaTUPOBaTb €ro MHOTMMMU
apyrmmum cnocobamm. Yacto nsobpakeHne Hacuama Hag,
OAHUM pebeHKOM MCNOoAb3YeTcA ANA TOro, YToObl
C/IOMUTb CONPOTUBAEHME APYroro pebeHka.



— TePMMWH, ONUCbIBAIOLLNIN BCE CBEAEHMSA,
NOCTYMNHbIe 0 YenoBeKe B UHTepHeTe, KoTopble
Obl I NONYYEHbI NyTEM NOUCKA UM MPOCMOTPA
npodunnAa B cOLMaNbHbIX CETAX. ITO CBOEro poaa
LMPpPoBOE AOCbE Ha YE/IOBEKA, B KOTOPOM
peanbHble PaKTbl €ro }XU3HU MOryT ObITb
MCKaXXeHbl. HepeaKko BO3HMKAIOT Cay4aun, Koraa
NOAPOCTKM CaMM CTaBAT NOA Yrpo3y CBoe
obyyeHune, Kapbepy AN POMaHTUYECKUE
OTHOLEHUA U3-3a MYNbIX CO0bLEHNN,
doTorpaduin, rae oHM ynoTpebnatoT anKkorob,
NJIN Y4aCTUA B COMHUTENbHbIX MHTEPHET-rpynnax.



* [lpnmepbl B AaHHOW KaTeropuun: oTnpaBKa
COODbLLEHMNIM CEKCYaNbHOro XxapakTrepa (c
NOMOLLbIO dOoTOrpadumn, BMAEO3annucen Nau
TEKCTOBbIX COOOLWEeHUN); nybanKaums
MHPOPMaLUN AN N306parKEHNN NNYHOTO NN
HEOAHO3HAYHOro XapaKTepa; n Aarke
npeHebpexXeHne napameTpamum
KOHOUAEeHUManbHOCTU. o uenomy paay
NPUYUH NONYYaTE/Ib YACTO OTNpaBaAeT
n3ob6parkKeHmna gpyrmum nosib3oBaTenAm



[TomHUTE

* Ecnm Bam 4TO-TO Npeanaratot B MMHTEpHeTe,
5TO He 3Ha4YUT YTO OHU 3aboTATCA O Bac. B
nepByto oyepeab npeanaratowmm nueT
nosab3y AnA cebs.






